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Abstract

Today, activity in the cyber space is important because the
organizations in charge of the matter need speed and ease
in collecting and analyzing data and information related to
other organizations in charge of defense security at the
level of the country. The purpose of this research is to
provide a model of protecting employees against social
engineering attacks and providing solutions to increase the
security factor of this type of organization against social
engineering attacks, especially ransom ware. In this
research, information and data were collected by library
and field methods. The tools of the present research are
interviews with experts and a questionnaire containing a
number of questions about the measured variables of the
studied society, whose validity and reliability were also
calculated and evaluated as optimal. The statistical
population of this research includes information
technology experts of one of the defense units located in
Tehran. The number of statistical samples of the research
is calculated based on Morgan's innovative table and
simple stratified random sampling method. Data analysis
has also been done in two parts, descriptive and
inferential, and at the end, the model of employee
protection against social engineering based attacks
included 6 dimensions and 18 statistical components. This
model provides a suitable tool for standardizing and
evaluating the organization's actions to secure employees
and deal with social engineering attacks.

HOW TO CITE: Mehdi Basiri*, Hossein Fathabadi. Employee protection model against social
engineering attacks. Journal of Air Defense Manegment, VVol. 2, No, 4, 1402.
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Frequenc | Percent Valid Cumulative
y Percent Percent
Valid 1 8 8.9 8.9 8.9
2 64 71.1 71.1 80.0
3 14 15.6 15.6 95.6
4 4 4.4 4.4 100.0
Total 90 100.0 100.0
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Frequenc | Percent Valid Cumulative
y Percent Percent
Valid 1 38 42.2 42.2 42.2
2 42 46.7 46.7 88.9
3 10 11.1 111 100.0
Total 90 100.0 100.0
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Frequency | Percent | Valid Percent Cumulative
Percent
Valid 1 41 45.6 45.6 45.6
2 33 36.7 36.7 82.2
3 4 4.4 4.4 86.7
4 10 11.1 11.1 97.8
5 2 2.2 2.2 100.0
Total 90 100.0 100.0
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https://fa.wikipedia.org/w/index.php?title=%D9%87%D9%85%D9%82%D9%88%D8%A7%D8%B1%DA%AF%DB%8C&action=edit&redlink=1
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Chi-Square Tests
Value | df Asymp. Exact Sig. | Exact Sig.

Sig.  (2- | (2-sided) (1-sided)

sided)
Pearson Chi-Square | 2.992° 1 .084
Continuity 2.052 1 152
Correction®
Likelihood Ratio 3.430 1 .064
Fisher's Exact Test 136 071
Linear-by-Linear 2.958 1 .085
Association
N of Valid Cases” 95

+Af L coul ply aS Pearson Chi-Square  (slp O Jgoo 5l ol s 4 lode 4 axg5 b

S8 8525 565 5 o e e yo ey Bl 5l (g,ls Lixe BB
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Chi-Square Tests
Value df Asymp.  Sig.

(2-sided)
Pearson Chi-Square 911° 2 634
Likelihood Ratio .920 2 .631
Linear-by-Linear 535 1 465
Association
N of Valid Cases 95
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Chi-Square Tests
Value df Asymp. Sig.
(2-sided)

Pearson Chi-Square 9.149° 3 027
Likelihood Ratio 14.031 3 .003
Linear-by-Linear 6.668 1 .010
Association

N of Valid Cases 95

++YY L <l ply a5 Pearson Chi-Square  slp Vo Jgaz 5l odwl Caws @ jlade 4 a>g5 b
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Chi-Square Tests
Value df Asymp.  Sig.

(2-sided)
Pearson Chi-Square 3.973° 4 410
Likelihood Ratio 5.585 4 232
Linear-by-Linear 1.605 1 .205
Association
N of Valid Cases 95
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Chi-Square Tests

Value

df Asymp. Exact Sig. | Exact Sig.

Sig. (2- | (2-sided) (1-sided)
sided)

Pearson Chi-Square .013% 1 908

Corarnor | 0| 1| o

Likelihood Ratio .013 1 908

Fisher's Exact Test 1.000 564

o I P ™

N of Valid Cases® 95
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Chi-Square Tests
Value df Asymp. Sig. | Exact Sig. | Exact Sig.

(2-sided) (2-sided) (1-sided)
Pearson Chi-Square 8.473% 1 .004
Continuity Correction” | 6.661 1 010
Likelihood Ratio 7.380 1 .007
Fisher's Exact Test .007 .007
Linear-by-Linear 8.379 1 .004
Association
N of Valid Cases® 95
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Chi-Square Tests
Value df Asymp. Sig. (2-sided)
Pearson Chi-Square 3.297% 2 192
Likelihood Ratio 5330 2 .070
Linear-by-Linear 2527 1 112
Association ' .
N of Valid Cases 95

+)AY L ol ply a5 Pearson Chi-Square (gl Vo Jgoo 5l ool Cawd @ jlaie 4 axg5 b
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Chi-Square Tests
Value | df Asymp. Exact Sig. | Exact Sig.

Sig. (2- | (2-sided) (1-sided)

sided)
Pearson Chi-Square 150° 1 699
Continuity 008 1 031
Correction” ' '
Likelihood Ratio 154 1 695
Fisher's Exact Test 1.000 478
Linear-by-Linear 148 1 700
Association ' '
N of Valid Cases” 95
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- £ L el plpy a5 Pearson Chi-Square  slp 11 Jgox 5l oawl cavs a4 jlade 4 axg5 b
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Chi-Square Tests

Value df Asymp. Sig. (2-
sided)
Pearson Chi-Square 4,745 3 191
Likelihood Ratio 7.199 3 066
Linear-by-Linear 151 1 697
Association ' '
N of Valid Cases 95

=) b el plp aS Pearson Chi-Square (61,12 Jgax 5l ool v a0 Jlade 4 a>g5 b
S5l S429 alides luaxi slo 05, ;0 xelo Ll 31 ,ls Liae LS

&b g )5 Al alaly gy VY Jgu

ok Jole g (6,15 Al (s abaly (o y
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Chi-Square Tests

Value df Asymp.  Sig.
(2-sided)
Pearson Chi-Square 4,053 .399
Likelihood Ratio 6.485 .166
Linear-by-Linear 3.443 .064
Association
N of Valid Cases 95
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Chi-Square Tests
Value | df Asymp. Exact Sig. | Exact Sig.
Sig. (2- | (2-sided) (1-sided)
sided)
Pearson Chi-Square 986° 1 321
ggmz;gxb 497 1 481
Likelihood Ratio 947 1 330
Fisher's Exact Test 389 237
Asocaton |8 |t |
N of Valid Cases” 95

+ XYY L el ply aS Pearson Chi-Square lp 14 Joox 5l oanl Cavs a0 jlaie a5 ax¢5 b
5,105 3525 cilizes Slojls sloosly 40 g Llod 51 (5,15 Line S
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Chi-Square Tests
Value | df Asymp. Exact Sig. | Exact Sig.
Sig. (2- | (2-sided) (1-sided)
sided)
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Pearson Chi-Square | 2.532° 1 112

Continuity 1.590 1 .207

Correction®

Likelihood Ratio 2.305 1 129

Fisher's Exact Test 183 .106
Linear-by-Linear 2.503 1 114

Association

N of Valid Cases” 95

* MY L casl pl, a5 Pearson Chi-Square  glp VO Jgo 5l sowl Caws 4 jlaie a5 axg5 b

2,10 0529 U5 5 0 ye oy Celbl Ll 5l 1o L S
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L]

Chi-Square Tests

Value df Asymp. Sig.
(2-sided)
Pearson Chi-Square 16.293 2 .000
Likelihood Ratio 13.119 2 .001
Linear-by-Linear 9.459 1 .002
Association
N of Valid Cases 95

.o +) L sl ply a5 Pearson Chi-Square (glp V8 Jgaz 5l ol Cows 4 lake 4y axg5 b

3,18 0429 alids guw slo 0o, yo celbl Ll 5l gyl Lo S
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celbl Jole g Zlgo5) (e alaly (o) 2
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Chi-Square Tests
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Value | df Asymp. Exact Sig. | Exact Sig.

Sig. (2- | (2-sided) (1-sided)
sided)

Pearson Chi-Square 7.792° 1 .005

Continuity 6.205 1 .013

Correction®

Likelihood Ratio 12.211 1 .000

Fisher's Exact Test .005 .002

Linear-by-Linear 7.705 1 .006

Association

N of Valid Cases® 95

L el plp as Pearson Chi-Square lp VWV Jgax 5l sawl caws 4 jlade 4 axg5 b

315 0925 Zlaosl b cellsl Ll 5l (6 ,ls Lo M| -0 0

+.) ;| ;oS Pearson Chi-Square ,laie a5 o)ls 0429 Jule g0 o )l Lo BB Sl

Celbl g OMass oy ddaly cwy A Jeos

]

Chi-Square Tests

Value df Asymp. Sig. (2-
sided)
Pearson Chi-Square 78682 3 .049
Likelihood Ratio 7.166 3 .067
Linear-by-Linear 634 1 426
Association ' '
N of Valid Cases 95
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Chi-Square Tests

Value df Asymp. Sig. (2-sided)
Pearson Chi-Square 2 5152 642

Likelihood Ratio 3.149 533
Linear-by-Linear 027 870

Association ' '

N of Valid Cases 95
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5,0 S5zg 6,15 dils b cellol Ll 5l gl Lo ML

Sy celbl Jole g (Glojlw vy (o abasly (o) 2
+) 5l .S Pearson Chi-Square laie a5 5)ls 0>y Jele 95 (s (5)ls Lo ST o

]

Sndy celbl g Glojluwasly m abaly (o) e Jgor

Chi-Square Tests

Value df Asymp. Sig. | Exact Sig. | Exact Sig.
(2-sided) (2-sided) (1-sided)
Pearson Chi-Square .026° 1 873
Continuity .000 1 1.000
Correction®
Likelihood Ratio .026 1 872
Fisher's Exact Test 1.000 561
Linear-by-Linear .025 1 .873
Association
N of Valid Cases” 95
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Chi-Square Tests
Value | df Asymp. Exact Sig. | Exact Sig.

Sig. (2- | (2-sided) (1-sided)

sided)
Pearson Chi-Square 366° 1 545
Gorocton WO |
Likelihood Ratio 368 1 544
Fisher's Exact Test 599 370
e e 2 |1 |
N of Valid Cases” 05

L cewl plp a5 Pearson Chi-Square (sl 21 Jgax 5l oswl Cows 4 Jlake 4 a>g5 b

B0 0929 565 9 o e G yo Rlg - bl 5l g ls L OS] - .0FO

$RleP > Jole g (o (o abaly o)y
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Chi-Square Tests

Value df Asymp. Sig. (2-sided)
Pearson Chi-Square 6.405° 2 041
Likelihood Ratio 6.484 2 .039
Linear-by-Linear 1.933 1 .164
Association
N of Valid Cases 95
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Chi-Square Tests
Value df Asymp. Sig. | Exact Sig. | Exact  Sig.
(2-sided) (2-sided) (1-sided)

Pearson Chi-Square .063°% .802
Continuity Correction” | .000 .996
Likelihood Ratio .063 .802
Fisher's Exact Test 1.000 499
Linear-by-Linear .062 1 .803
Association
N of Valid Cases® 95
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Chi-Square Tests

Value df Asymp. Sig.
(2-sided)
Pearson Chi-Square 13.053° 3 .005
Likelihood Ratio 15.448 .001
Linear-by-Linear .800 371
Association
N of Valid Cases 95
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Chi-Square Tests

Value df Asymp. Sig. (2-sided)
Pearson Chi-Square 22 400° 4 .000
Likelihood Ratio 27.993 4 .000
Lmear--by-Llnear 10.302 1 .001
Association
N of Valid Cases 95
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Chi-Square Tests
Value df Asymp. Sig. (2-sided)
Pearson Chi-Square 1.888° 2 .389
Likelihood Ratio 2.278 2 .320
Linear-by-Linear 435 1 510
Association
N of Valid Cases 95
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